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inputiE® I outputhe®

L

forward®:&
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I3 2K St 3o I

/

EHEmARAR

BUAE SR A ] Rl K s

FSE M input BEL TR, X B XTI U ) % 1 (0 200 A T I e A AR B

Mrrewal x|

Filter Bules |FAT Mangle Service Ports Connections Address Lists

EE |DD Reszet Counters ‘Dﬂ Reset A1l Counters | Iinput "'I

#l lﬁ.ction |Chain |Srr.'. Address |Srr.'. » |In. I.. |Dst. . |[I. . |Dut. - |Prnt. .. |B}'tes |Packets |
L BRI EENIPHAE A ] (sr o addr e ==t E(SHIE, B I FETHIAE)

H o a... input 192,165, 100. 2 279.4 1B 3 795
0o ERSEEEE

i $¢ drop input 0E i}
H oo EFEAGE S

B % drop input 94.4 KiB 335

M input BER EE— AT AT, K37 =4I

0 ;55 BEZRMGEM 1P Huhikvjin) (src-address=3H"5FT 1P, BN ARV k)
chain=input src-address=192.168.100.2 action=accept

1 55 TdREaEREE
chain=input connection-state=invalid action=drop

2 55 BRI R Hd
chain=input action=drop

N forward #E#
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Wrewall x|
Filter Rules |NﬁT ' Mangle ;'Service'Pbrts Connections ﬂﬂé.ress'Lists
IEHE‘ .Iz‘ . |DU EKezet Counters || 00 Rezet All Counters | Iforwarc 'I
fetion |Chain |Src fddress |Src e |In |]]st | |Dut |Protocol Bytes |Packets|
o BEERIERST &
H a. .. forward 0E 0
W EEESCEEE
H W a.. forward 0 & 0
W EFEEEEEE
i S drop forward 0E ]
oo PRS- EAICHEE S00E
H S drop forward B (tep) 0E 0
[ EFAAERENE
H M drop forward 0F 0
oo HEEEEITCNPEER
H Fojump  forward 1 (iemp) 0E u|
oo MRS
i junp  forward 0E e

forward £, —3&

A7 ZHN, EAEPANBEE ) [ e R ICMP Al virus B4

52 ORI B

chain=forward connection-state=established action=accept

R IPS e

chain=forward connection-state=related action=accept

T AREEER

chain=forward connection-state=invalid action=drop

BRIl A~ L TCP EHHN 80 4

chain=forward protocol=tcp connection-1imit=80,32 action=drop

PR LUECE | REE e A6 R

chain=forward src-address-type=!unicast action=drop

BraL 3] 1ICMP 454

chain=forward protocol=icmp action=jump jump-target=ICMP

PR 2 A BER

chain=forward action=jump jump-target=virus

forward AR a0
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1EHE XEER ICMP 1, 252 I ICMP (Internet #HIRSCHIBD , ICMP &5 #IA K2 IP B —AN4GE . etk
2L u&ﬁm%gf‘f%mﬁ%o ICMP 4R 3CE % 4% 1P 2B i 2 W03 (TCP 5% UDP) 18 1. #1401 ping. traceroute.

trace TTL %%, AT ICMP e ki ug A 1K) ICMP #1i:

Wrcewall x|

Filter Rules |1TAT . Mangle | Service Forts | Connectionz Address Lizts |

IEHE‘ .Iz‘ . |IJIJ HReset Counters || 00 Reset A1l Counters |

IICMP VI

Action |Chain |Src hddress |Src |In |]]st | |Dut |Protocol|Bytes |Packets |
H Plna_\dgl!‘ﬂﬁﬁﬁﬁﬁ (=]
H o a... ICHMP 1 fiemp) 0E u]
H i TraceroutefRRIAEHSTE
b a .. ICNP 1 (iemp) 0E 0
Moo MTEREREIRE R A ple T2
H s .. ICHP 1 (iemp) 0E 0
1o Ping@RERHIAERS A
H o a... ICHP 1 fiemp) 0E 1]
Wi Trace TTLERHICAERSTH
f o a .. ICNE 1 (iemp) 0E 0
i ERHEEEICEEEE
f 5 drop ICHF 1 (iemp) 0E 0

ICMP R AL TR :

0 ;;; Ping WEREAEFS 5 A0

chain=1CMP protocol=icmp icmp-options=0:0-255 limit=5,5 action=accept

1 ;;: Traceroute [l N5 5 A4

chain=1CMP protocol=icmp icmp-options=3:3 limit=5,5 action=accept

2 335 MTU ZeBsHRm R 6 550 5 A~

chain=1CMP protocol=icmp icmp-options=3:4 limit=5,5 action=accept

3 ;55 Ping RGN 5 MU

chain=1CMP protocol=icmp icmp-options=8:0-255 limit=5,5 action=accept

4 7:;: Trace TTL [R#IHNEFP 5 AV

chain=1CMP protocol=icmp icmp-options=11:0-255 limit=5,5 action=accept

5 535 EIEATAT 1ICMP i

chain=1CMP protocol=icmp action=drop

fE virus BER PR PEH WINPT, BERT DO 75 SR IZBER s IR (R R A AT et g«

Wrewall x|
Filter Rules |NAT Manzle | Service Ports | Connectionz | Addreszz Lizts |
IEHE‘ EE . |DD Fezet Counters || 00 Rezet A1l Counters | IViI’US 'l
|Ar_' : |Eha1n |Src fddress |Src |In. |]Jst |D £ |Dut |Pr0t0c01|ﬁ}'tes |Packets -
i DeepThroat. Trojan-1
8¢ drop virus 41 B (tep) OE [
ii: FireHoteker. Trojan—1
5 drop virus ki) B (tcp) 0E L
voo Worm. HetSloy. Ymm
S drep virus gz B (tep) OE [
. W3Z. Korgo. &/B/C/TFE/F-1
% drop virus 113 B (tep) 0E L
iii Worm, Sobig £-1
3 drop wirns 123 1T (udp) oE L
; Drop BElaster Worm
5 drop wirns 135 B (tep) 0E L
ii: Drop Blaster Worm
S drop virus 138 B (top) 0E C
ii: Drop Blaster Worm
S drop virus 445 B (tcp) 0E O
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Tracking & &

X AT LB E AT B tracking IEHEREE, LUK TCP. UDP Al ICMP Z5:H0% i) timeout i8], Fl TCP-syncookie %
&, RouterOS 7F 2.9.16 1% )1 T TCP-syncookie Z4{.

A NAT 225 ] Tracking BE420REE, 41 ARE) RouterOS BA 18 NAT CInfefdi /] bridge #XTF) , ATBL%#%
KM tracking, FFIKRGHE.

I Firewall 1 T x|
'Filter-l}ulw;és'i _HJ?&T'.: H.'anglé_: Service Ports Commectiens |,\'da_r_e-'55 L_i-stg:
B = M Connection Trackin
=] 2
Sre. Address W Enabled 757 o ICE State|Timeout

U 10020001111 00:09:04
U0 233,247, 18 ICF Sym Sent Timeout: |DEI:DD:DS Cancel establ. .. 23:51.58

U182, 168.10.10 : ; oo 00:068:04
197 16 10,10 TCP Syn Receiwed Timeout: IDU.UD.DE hpply establ . 23:53:53
A |192.165.100.2  TCP Establizhed Timeout: Ild 00:00:00 establ... | 23:59:58

I

211. 162, 138. 9 establ. .. £3:59:57
211. 182, 165, 1* ICP Fin Wait Timeout: [00:00:10 establ. .. | 23:53:58
U |218.25.39. 121 tabl... 235531
U oom 11s 163 2 TCP Clase Wait Timeout: o000 10 ==his e
U 220,112,183 2 ICE Last hck Timeout: |uu:uu:1u 00:09:36
U 22001121632 00:09:48
220. 115, B4. 10 TCP Time Wait: [00:00:10 — i
220.115.71. 99 tabl... 23:53:56
TCE Close: [00:00:10 SRR

mm 1IDF Timeout: IDD:DD:ID
UIF Stream Timeout: IDUZUSZDD

ICHE Timeout: IEIEI:EIU:IU
Generie Timeont: IEIEI:ID:DD

SYN Cookie J& 3
SYN Flood J&—Ff % fa ke & WL DoS Bl . B HAT M1k, fEWH 2075 SYN Flood B (KT
BIEARZ, 1 SYN Cookie w2 H 5 25 4 1 —Fh

SYN Cookie &%} TCP A4 wi i [ IR F W SU/E— &0, L1 TH kB SYN Flood Xt it — M F- B o
EIMEEE, 7E TCP ligs-#sii®] TCP SYN f3fiR[F] TCP SYN+ACK fulf, ApE— LT X,

TERRAEIXAS SYN 3147 —A cookie 1. 7EW %] TCP ACK ful), TCP R4 2LAEM AR ABAS cookie {H AN A ix
S TCPACK G AN WAL, TR & 1S ds X T AR KT TCP iE#: .

25 AR

T SEBREL P — R AR LR SR, ABITIIEI R — A

41“11

Router0S 2.9 A i R I 0 iy 5 2 g :

1. 7E Router0S 2.9 ¥ tHFLN 340 T check—gateway IIIIRE, HEATINE W SC LR BOIRAS, WM SCTEVEARIN ], (N W
FEIEE, S ABIEE IR R S BRI IE, check—gateway DRSS R K 10s — .

2+ 1E Router0S 2. 9 1 H4& T X SN, 7E Router0S 2. 9 AT —AN M R R A7 A — AN LB G, B EMTAT H
Frhl> 0.0.0.0/0, BB M HFRC (routing—mark) IR, QI SRAFLE 55— A4 WA 24 R, 15 B AT LT .
WK
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x
Boutes |[Rulas
|#]|=] [«]|%] [ = B
|Destination ) |Gatewa}' Pref. Source Distance |Interface |R0utin -
AS  p0.0.0.0/0 0z 112,12, 11 CHC
S  p0.0.0.0/0 10. 200, 15. 1 Telecom
DAC = 10.200.15. ... 10. 200. 15. 11 Telecom
A5 p55.20.0.0/16 10.200.15.1 Telecom b
A5 55.22.0.0f15 10.200.15.1 Telecom
A5 p55.24.0.0f15 10.200.15.1 Telecom
A5 58.30.0.0/15 10.200.15.1 Telecom
A5 55.32.0.0/13 10.200.15.1 Telecom
45 55.40.0.0415 10.200.15.1 Telecom
A5 55.42.0.0f16 10.200.15.1 Telecom
A5 p5E.44.0.0/14 10.200.15.1 Telecom
A5 p55.453.0.0/13 10.200.15.1 Telecom
45 55.66.0.0f15 10.200.15.1 Telecom
A5 p55.32.0.0/15 10.200.15.1 Telecom
A5 J#55.57.64.0/15 10.200.15.1 Telecom
A5 J=55.100.0.0/15 10.200.15.1 Telecom r

M EEFATATLAE S, B vs ) AE IR 1P BeA 10.200. 16, 1 2, AR B E Wl 1B ag oG H 25, ZEFRAT AT UK 8 56
MIRTZRHAR N “AS” , BIVAAZE (sl A Bk i, TOAESE T I B 6 AT, bt Do Roe, (EEDy— N i Haesr
FE—ANRE MG, Framigh “S” MERSEAFEIIMIG, PO WM ARER. WRY 202 112 12.12. 11 MK,
10.200. 15. 1 2 AB0A M, A NBAEE T, SCIUBLER DR, T

WRoutetist x|
Routes | Rules

[#[[=] ][] a1 o s

|Destination ? |Gatewa}' Fref. Source Distance |Interface |Routin -
5 pO0.0.0.0/0 202.112.12: 11 CHC
A5 J0.0.0.0/0 10,200, 15. 1 Telecom
DAC = 10.200.15. . .. 10, 200. 15. 11 Telecom
A5 55.20.0.0/18 10.200.15.1 Telecom S
A5 55.22.0.0/15 10.200.15.1 Telecom
A5 S58.24.0.0/15 10.200.15.1 Telecom
A5 58.30.0.0/15 10.200.15.1 Telecom
A5 58.32.0.0/13 10.200.15.1 Telecom
A5 58.40.0.0/15 10.200.15.1 Telecom
A5 55.42.0.0/16 10.200.15.1 Telecom
A5 55.44.0.0/14 10.200.15.1 Telecom
K5 55.43.0.0/13 10.200.15.1 Telecom
A5 53.E6.0.0/15 10.200.15.1 Telecom
A% 53.82.0.0/15 10.200.15.1 Telecom
A5 J55.57.64.0/18 10.200.15.1 Telecom
A5 J255.100.0.0/15 10.200.15.1 Telecom T

21202, 112, 12. 11 Wik )5, check—gateway 7 10s —AN B JE4R I E], 44 10. 200. 15. 11 55 A 648 %, a4 202. 112. 12. 11
IEHW R, RS 202, 112,12, 11 BCE B BE B 1, BUAARZ ST 10 200. 15, 1SS IAE iR

XUE N FH 54611

R AT I N s T AT P 4% TSP &R A IPRIE CLLUnHS S PY 4 2R K ADSL B LAN D -
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ISP #1 ISP #2
10.1.0.1 10.5.8.1
. P
\ //
Router

LAN
192.168.100.1-253

SR, AR DU SRR L XA SR A T DR, SUR MRS RS, SRS O R
BT/ 55 \P A A H W 85 17

WMRARERZ AN, FRAT LU 1P bk B b 104l . i, Fredf 1P shhl, RakriEsmimnd 1SP1 s 1SP2 [IRS%
e ARTRATIB S L i ) X 2 3 ik B Ol 192, 168. 100. 0/24, TP 4»Eei .

©192.168.100. 1-127 2} B3 A 41
©192. 168. 100. 128-253 4 FC% B 4H
©192. 168. 100. 254 i# th#eAHh 1P Huhk CRIPY R R 5D

U, AT 7 P (155, A 28 0 U IREA T 70 41

o A ZH Yy 192. 168. 100. 0/25, HuhkJwM: 192. 168. 100. 0-127
B 2%y 192. 168. 100. 128/25, Hutl:yu[H: 192. 168. 100. 128-255

URARASREREE, TEIRAT DY TCP/ TP fRIAH REM Bl L M AT FRAHSC I 1 MR 3 BB AT ZEAINPIAS ip firewall mangle
PRI, BRic KA A 4R B 2 2t H i 0 25 4

A 4l
B£3k 4 chain=prerouting, JHHuilk: src-address=192.168.100.0/25
¥e4E 4 Action=mark routing Jf& B HARiC GroupA.
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Filter Rules | MAT  Mangle I Service F’orts—i Carnections \?'-Add'.rem Lists i

EIE @ |IJIJ Reset Counters ||IJIJ Rezet &l Counters |

| ﬁl |Actic-n |Chain |Sr-:. Address |S...|I...|Dst. .-’-‘n.ddre...let. Part |Dut. Int... |F‘rntn... |New B |New B |E_
[T —
General |A_dve_mcp’d ! Extra | Actian Statistics i eneral : -A'dyanced | Extra Action | Statistics i 0k
Chain; Iprerouting j Cancel Action; Imark rauting j Cancel

Sic. Addiess: [ [1921661000/5 & Mew Flouting Mark: [Groupt - Apply

el el

: Pazzthraugh
Dst. Address: | hd | I Dissble
Fraotocol | - Cammert
Sre. Paort; | - Copy
Dzt Port: | - Remaove
F2P: | - Bl Comment for New Mangle Rule x|
= A
In. Inberface: i
|
Out. Interface: | ¥ ﬂ

AP ANERE, DMELURME TR B e M N A E A2

€SB
5%l chain=prerouting, ¥ilk: src-address=192.168.100.128/25
£/Eh Action=mark routing & SUBi ¥ Hiksid GroupB

Filter Rules | WaT  Mangle | Service Ports | Connections : Addiess Lists

EE @ |DD Reset Counters ||DD Reset all Counters |

14| |.~’-‘«cti0n |Chain |Slc. Address |S...|I...|Dst. .-’-‘-.ddre...let. Port |Dut. Int.. |F'lc-t0... |New ... |New 5
H o Group &
H S mak routing  prerouting  152.168.100.0,/25

I New Mangle Rule _ il B New Mangle Rule

Pl
General |.Advancedi E:-ttrai Actimni Statisticsl IE General | ﬁdva_ncedi Extra Action | Statisticg'i
Chair; Iprerouting j Cancel Action: Imalk routing j Cancel
Src. Addess: [ [192168.100.128/25 & Apply New Routing Mark: |Groupk [
Dst. Address: | b @ ™ Passthrough
Protocol: | > Camrnen
Sre. Port: | - Capy
Dzt Pot: | - Remave
Fop | v

BT AT >t 4 2 i LI 1) TP A% 4 4030 5 1% b ic ok GroupA B4 GroupB. XFEFRATA IARic$& HiZ&h (routing table) .

ML, BAT T EEE SO BRI AR Y (K 8 AR AT 5 2
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FPP
P § x|
Parts Raoutes |F|u|i3$!

e EE -
Drivers | |Deslination s |I3atewa_l,J |F'ref.50urce |Distance |Interface |F|outing Mark | |
e S x| x|
E”E*“ Destination; [0.0.0.0/0 oK Destinatior: [0.0.0.0/0 oK
S:JQMF' Gateway: |1D.1.D.1 = Cancel Gateway: |1D.5.8.1 = Cancel
- Check Gateway: | MEETT Check Gateway: | 2 Apply
il Ll hce T | Disable Risies: Y | Dicable
Tools ¥ b stk IG,Dup.q j - W Mark: IGmupB| j - W
:elw '[errninal Pl nie. | Pref. Source: |
F'::sivord
Certiicate et | | [disabled | [

FIX L, 1 FUREEAE W% FH 2 NAT £, 1575 /ip firewall nat MR sre— Address=192. 168. 100. 0/24
action=masquerade, 7& £ FLUIN_L iR — N EREA S t 2 75 E A E SIS 4L I BRI i -

A ARG H L

C:\>tracert -d 8.8.8.8

Tracing route to 8.8.8.8 over a maximum of 30 hops

1 2 ms 2 ms 2 ms 192.168.100.254
2 10 ms 4 ms 3 ms 10.1.0.1
B PR L AR«

C:\>tracert -d 8.8.8.8

Tracing route to 8.8.8.8 over a maximum of 30 hops

1 2 ms 2 ms 2 ms 192.168.100.254
2 10 ms 4 ms 3 ms 10.5.8.1

T 1t 57 L] 5 5 1 -

MikroTik RouterOS nJ LS #7 22 Rl Skm % 1, A 3RA T LRSSl . FARIhE,  [RRE 4o 11 A SEm %t 22 bR vy DAAR 4
R B A, -
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MikroTik Router0S X&E i i)

Router0S
192. 168. 0.1

5E

X

i

/>

H

. Ua

192. 168. 0. 0/24 " ﬁ

Qy ay ay

AR R
www,mikrotik.com.cn

PUAEFRAT TR i ) B A — 20 20 S B 11 ) SRS 5% 1 -

_=E=211. 1B2. 172, 23425 211162, 172.0 211,162 1T2. .. 'WAH1
gr218. 112,109, 27/25 218.112.109. 16 215.112.109. 31 WAHZ

FATEPA ISP AL, —AN2E WANL:  211.162.172.23, —N 2 WAN2:
FIBE I WANL, LB ) /9 B i i WAN2.

BN Route List B =
Eoutes Lﬁm 1 E|
#]|=] i
|Ilestinatinri i |Gatewa}' Pref. Sowrece |Diztance |Interface |Fu:uuti'ng Mar
A5 0.0.0.0/0 211,162, 172. 1 A1
DAC| P 192.168.10... | 192.168.100.1 | LAY
IAC 211162 17, .. 211.162.172. 23 WAl
AT 21511210, . 218.112.109. 27 WAHZ
IR Address List . i[
EIEIEE
|Addre5!, i |'Hetw-:-*r1': |Br-:n'a'dr_'a'5t |In+.erfar_‘é
gpl92 165, 100, 1/24 192, 165.100.0 192 165.100... LAN

218.112.109.27 (Huht ), FATTIEERIA

AR FRATT R SO Il W8 T (s 1, iy Il 9 O () 1 TCP 80 g 11, Al T3k N Jip firewall mangle s 45 id
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ﬂ .
Filter FL1_1_1.3'5-I Ha Seriri"ea P-:-rt's-r Conmect1 — = : .
? Il Mew Mangle Rule

o Gemersl Advenced Extra Action Statisties
” General |}_\d~§.-_anc._ad Extra Action Statistics - : s men

Aetiond | E_Tl.;i.l.'t'l-': conmection

Chain: Iprer outing

Few Conmection Marlk: Ihttp LI

Sre. Address: |
[¥ Passthrough

I=st. Address: |

Protocel:

Sre. Fort: |

Dst. Port: [ a0

nen. |

HSERATRRIC 80 iy I FIEHE, FRid 44 “http” SRS FATT N IXBE 3% £z pr B HU B AT T RS2 (1 44 «

mrrewal x|

Eli;I_ter-_-:Rules-é::'NﬁT- Mangle |Sar-v‘i_\:e' Equf.-s.é'.Cpnn\ecE{i'bns i-Md}-ess El.:isf.-s.é
|stati [ - I‘

|E||E| |£| |DD Reset Counters

|DD Reset A1l Counters

#|  |Action [Ehain [Sre. Add . fore BarslTn et 243 Inct Port [fs I
¢Z#mark connection T prerouting Il New Mangle Rule

Il New Manyle Rule General !.ﬁde_;'-anee_’d_ | Extra Action |,St_a{i_sj.‘i£s |

General |Kd_aJ.ii:éd | Extra Action Statistics

EOLER Wl -l routing

Chain: Iprerouting

15 Hew Routing Marle: |web

Sre. Addrbess | n [~ Passthrough
Dst. Addreks: | .
Protoco | 2
Sroi Port | ]
D=t. Port: | ]
|l g
In. Interface: |x A
Out. Interface: | \ a

Packet Marlk: )
Connection Mar | 4

ZJa AT bR S s thdric, a4 “web”, DA FRATAE AT A& REbR L 80 T passthrough FIBEE, 781X Bt A 72
HEBHE,

SR FATT3E N fip route, T W5t BRATILEARIC I A0 80 i 11 % 2% WAN2 [k i
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Bl Route Lisk x|

Eoutes |'R1_ﬂ_.'e'5. |

*[=] [+][%] 2] =

|De5tination ¥l |Gatewa}' Fref. Source Dizstance |Interface |Ru:-uting Mar]
A5 p0.0.0.0/0 211.162.172.1 WAL
S pO000A  zB 210817 thirz web
DAC J=192.165.0.... 192 163.0.1 LaN
DAC =211 162.17. .. 211,162, 172. 23 WAL
DAC =218, 112.10. .. 218, 112,109, 27 HAHE

B Route <0.0.0.0/0> <

Destination: Im

Gateway: [218.112.109.17 &

Cancel
Check Fateway: Iping LI = Apply
Distance:
Disable
Mark: | |-

| Comment
Fref Source: | b
Copy
Interface: |'|'|'ﬁ.NZ =

FEIXHL, FRATTH AT LU 2 /ip route rule g SCH 1 ARIFLN .

AR

B Route List x|

FRoutes RUlEE
#| |Src. Address |II5+.. Address |R-:-uting e |Interface |Acti-:-n |Table
7 web loolup web
M Policy Routing Rule <weh x|
Sre. Address: it 0K
D=t. Address: | Cancel |

Frovide new wal

| e |

=]

¢]

Routing Marl:

|

|

I weh I
Interface: |

fotion: |lo u:ul':up m
Table: ﬁ'eh m
Remove

I|1 zable

e ) web B £E— R M5 web % 2 b Ak M G

B EEA (Transparent Traffic Shaper)

RAFGEA T ECE BV . BWRIEA S A B, BRI RIILSE 5 e A AR (K A S i

BUAEZS 18N TR B 28 414«
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Internet

10.0.0.1/24

FEIX HLBC B —ALRAFI BRI, — %0 i s R L B A = A7 BAF1) (HTTP. P2P UL AL AmE ), HTTP (st sefe
HoAthfedanz £

REAE

o EACHS CAp LLE 413 MikroTik RouterOS $447):

/ interface bridge

add name="bridgel"

/ interface bridge port

add interface=ether2 bridge=bridgel
add interface=ether3 bridge=bridgel

/ ip firewall mangle

add chain=prerouting protocol=tcp dst-port=80 action=mark-connection \
new-connection-mark=http_conn passthrough=yes

add chain=prerouting connection-mark=http_conn action=mark-packet \
new-packet-mark=http passthrough=no

add chain=prerouting p2p=all-p2p action=mark-connection \
new-connection-mark=p2p_conn passthrough=yes

add chain=prerouting connection-mark=p2p_conn action=mark-packet \
new-packet-mark=p2p passthrough=no

add chain=prerouting action=mark-connection new-connection-mark=other_conn \
passthrough=yes

add chain=prerouting connection-mark=other_conn action=mark-packet \
new-packet-mark=other passthrough=no

/ queue simple

add name="main" target-addresses=10.0.0.12/32 max-1imit=256000/512000
add name="http" parent=main packet-marks=http max-1imit=240000/500000
add name="p2p" parent=main packet-marks=p2p max-1imit=64000/64000

add name="other" parent=main packet-marks=other max-1imit=128000/128000
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Bridge

/ interface bridge

add name="bridgel™

/ interface bridge port

add interface=ether2 bridge=bridgel
add interface=ether3 bridge=bridgel

IS AN bridge £ 1, JFAMEC 2 ADNLUKI RE5 b TXAF T LLAE AN 14 24 6] SEELIE I 0 2D fE

Mangle

/ ip Tirewall mangle

add chain=prerouting protocol=tcp dst-port=80 action=mark-connection \
new-connection-mark=http_conn passthrough=yes

add chain=prerouting connection-mark=http_conn action=mark-packet \

new-packet-mark=http passthrough=no

A 7545 TCP 3 11 80 ¢ HTTP Bl A didts, Kibic Bl whnic h http » VER: 284 E Nl passthrough=yes,
%5 4} passthrough=no.

/ ip Firewall mangle

add chain=prerouting p2p=all-p2p action=mark-connection \
new-connection-mark=p2p_conn passthrough=yes

add chain=prerouting connection-mark=p2p_conn action=mark-packet \
new-packet-mark=p2p passthrough=no

add chain=prerouting action=mark-connection new-connection-mark=other_conn \
passthrough=yes

add chain=prerouting connection-mark=other_conn action=mark-packet \
new-packet-mark=other passthrough=no

[Fl_EHifrie, P2P febmiehnic A tbric p2p JFHHR T I f&gbric A other.

Queues

/ queue simple
add name="main" target-addresses=10.0.0.12/32 max-1imit=256000/512000

GBS, BRAITAT I 20 5 R 1R A% (F 0 %5 ) i ) target-address)256k/512k.

/ queue simple
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add name="http" parent=main packet-marks=http max-1imit=240000/500000
add name="p2p" parent=main packet-marks=p2p max-1imit=64000/64000
add name="other" parent=main packet-marks=other max-1imit=128000/128000

P 7 BABIHEFIN main SC&, DIITAT (R S i B AN 2 B 4R € 1K) main BABITE R http BABIDR G s T JLABAS, 2 HTTP
MR HIE.

TR E 2 15 B R I B

o H A A G [ TP bR BEE U, A8 BT m DL o il o Mok s i SR sz B X e ik i i s, 1 S IR A DB H A A i
ik B S5 ARouterOSHaddress—1list™d (] LAZEwww. mikrotik. com. en N4k %))

Wi import fr4, FPAMHESIFE:

MikroTik Router03 2.9.34 (o) 1999-200& http: S nikrotik. com/

Terminal wtl0Z detected, using multiline input mode
[aduin@CDNAT] > import cnc.rsc

Opening script £ile chco.ksc

Soript file loaded and executed successfully
[aduin@CDNAT] > import tel.rsc

Opening script £ile tel.rsc

Soript file loaded and executed successfully -
[adwindCDHNAT] = i

SNGBATATLAAE/ip firewall address-list J14k3):

WFrewall x|
Filter Bules HAT Mangle Service Ports Commections Address Lists
[+][=] a1z
|Name / |Address | W
@ CHC 53.14.0.0/16 Taledom
@ CHC 58. 16.0.0/16
@ CHC 58.17.0.0/17
@ CHC 58.17.128. 0717
@ CHC 58.15.0.0/18
@ CHC 53.19.0.0/16
@ CHC 53.20.0.0/16
@ CHC 58.22.0.0/15
@ CHC 59.80.0.0/14
@ CHC 58. 100.0.0/15
@ CHC 53.107.0.0/20
@ CHC 53.103.0.0/16
@ CHC 53.151.0.0/17
@ CHC £0.0.0.0/13
@ CHC 60.8.0.0/15
@ CHC 60.11.0.0/18 =

FCE## #7id mangle

#AN/ip firewall mangle W&, XHEIATw LU5R HBAG IR EESH], BATAMHLIEEBCY 192, 168. 0. 0/24, B ix BLEAT]
it Z AL src-address=192. 168. 0. 0/24, {F mangle F5EhICIER:, SR 5 76 M B Fp $E DU AR 4«
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I Firewall
Filter Rules NAK

e

I New Mangle Rule __
Ganeral lkﬁyam:ei| -'Exh_aa-._;.

S e . Mangle Rule ]

General Advanced [E‘mtr&' hetion Statist f=¢<s'.-i 0K

Jetion -'_Siaﬁi;{stip.?:_l Brec. Address List: | b el

Chain: IPYETOUUR’% Apply

Sre. hddress |192. 168, 0.0/24

FlelE e

| Content: | Dizable
D=st. Address:
Connection Bytes: | s Comment
Frotocel: | MAC Address: | b Copy
Sre. Port! | Remowe
Out. Bridge FPort: | b
D=t. Fort: |

e @ NRE D
x4
G'ener-al| ﬁc&%’mtﬁd-!"ﬁxfirﬂ' hction ‘Eta‘t;st;csl
fotlon: [l L ey
Hew Connection Marlk: ITelecom ﬂ Apply
[¥ Passthrough
A

/ ip firewall mangle
add chain=prerouting src-address=192.168.0.0/24 dst-address-list=Telecom
action=mark-connection new-connection-mark=Telecom passthrough=yes comment=""

disabled=no

LAE AR IC RS Telecom HHEIUHU (.-
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I New Mangle Rule Bl New Mangle Rule Pad

General |Adva.nc'ed é'fxti’-a. I J\r:tin:m-I Statistics:l G.e'ngra'l Advanced :_Extra_ hetion |Statisti’cs | m

x

Chain: [prevouting =] Aot
Sre. hddress: | > Hew Packst Mark: [TEL T
Dst. Address: | - [T Faszsthrough

Protocol:

Sre. Fort:

D=t Fort:

FEF:

In. Interface:

Out. Interface:

FPacket Mark:

Commection Mark:

Eouting Mark: | -
Connection State: | -
Commection Type: | >
e | [ais. . |
YA :
/ ip firewall mangle
add chain=prerouting connection-mark=Telecom action=mark-packet new-packet-mark=TEL

passthrough=no comment=""" disabled=no

A& simple queue

DAEBATEN/queue simple XF 5 BCE FEFEHN, X HLBATHE 2 HAE 10 SR I7E I _BATA0 20 AT

I Queue List N

Simple HQueues |I'ni:erface HQuenes Huene Tree Auene Types

W MNew Simple Queue

S|
General |Adv_anc'ed_: Statistics Traffic Total Total Statisties
Hame: Iqueuel (et
Target Address: | - Apply
|¥ Target Upload |¥ Target Download
Max Limit: =] e x| bitsfs P
Il Simple Queue <telecom>= i il
Gensral Advanced |Statistics Traffic Totsl Tetal Statisties
P2F: | X Cancel
Packet Marlk: LI - Apply
Dst. Address: [
'
Interface: Iall ;I
Target Upload Target Download
Limit At: | vI | v[ bits/s
Hueue Type: Idefault—small ;I Idefault—small ;I
Farent: Inone LI
Friority: IS

YA -
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/ queue simple

add name="telecom' dst-address=0.0.0.0/0 interface=all parent=none packet-marks=TEL
direction=both priority=8 queue=default-small/default-small limit-at=0/0
max-1imit=1000000/2000000 total-queue=default-small disabled=no

S (3 0 B, L 5
PPTP f&c#lk

BN LA AT LR P 5 2B, DR T DL 0 T, AR A A SRS B 1000 — MRS B AN T MY
Zeite, JF AL PPTP BEIE 17 AR RA A A B HUE R, DLAEFR i B 61

b

;/;_:TP i3]

BAEA A B

FRPG ET A S, N A R0 B AT S LR T RO ALk, X L B AN A TR IR IR N T 10ms, I GEIR N A RETR
TF SR 2A B A S DT . 5 E B2 S B 2 A [ PPTP B¥il, FRATIEBEA A A 5 PPTP JIRZS4%, 7EE2 A5 B %
B P X LS A IRE TP Hihk Sk 202. 112. 12,10, B MaEHuHE A 202. 112, 12. 12,

& PPPTP-Server

TEEEN A JB H] PPTP-Server, J 1 B3 AL far it s 287 .

mrre x|

Interfaces

Sei'_'rét_s :;_Fr'o'files' | Actiwve Eopﬁect.i'pns' |

IE”E' @ FFFoE Serwver HEPTP Servexj LZTP Serwer
Hame 4 |Ty'pe |User |C ar ID |Uptime |Encoding|

B PPTP Server x|

v Enabled 0K
Max MTU: ’1450
Cancel

Mazx MEU: 11460
—
Keepalive Timeout:| [v |30

Default Frofile Idefault—enr_‘r}"ptiolll

FiX B Default-Profile FA 1SR default—encryption, [FJFEYRtE A LLZE PPTP-Server ] profiles F 61 B I,
Keepalive-Timeout #& PPTP-Server F Bl F] TOMP PpiUaRIN A - w2 {5 70k, A& v fl H T B KBk aE 1 TCMP #83,
IBICTEHRM RN % P ufi, Server Hiax EaWIFFiZ & F it i H:, XA E TR B CARYE W 455 00T .
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W Profile & S8 P A LMLV 7 Huhk :

mree zll

Interfaces Seerets Frofiles |-45¢'c‘tiw"e Connections

|E| |E| Il PPP Profile <default-encryption= x|

|Hame General [Ll?ﬁit&l oK
* i default -
S T Hame: |default-encr}"ption Catonl

Local Address: [EBis=Rpiuiy]

Remote Address: |1‘32. 165, 100. 2 vl -
Comment

Incoming Filter: - Copy
Outgoing Filter:

DHS Serwer:
WINS Server:

— Use Compression

% default  no { wes

Eell el

4

Remowve

L L | 2

— Usze ¥T Compression

% default { no { wes

— Usze Encryption
(" default § no % yesz { required

— Change TCF M3Z
" defanlt § no % we=

|defanlt

1EIX IR A 145 PPTP-Server 3 ICIF) TP itk 192. 168. 100. 1 (local-address) , #5%% st 43 e (1) Hudk
192. 168. 100. 2 (remote-address) o ZrHt TP Huhikto ] Ul i k5 % & Secrets BT, fEXEIATRA — & P i T LLE
BB profile PRI E, WHRE LAt n] DOl Rl/ip pool H i uhikAk i DHCP {53 .

Bl 1imit 4L

e _J|

Interface ets Profiles |Active Comnections

IE‘ E‘ B PPP Profile <default-encryption x|

Hane 0K
¥ fdefault
* :ﬁ'défaﬂ'tﬂeh&m Seszion Timeout: | - el

Idle Timeout:f |m IR % hpply
Rate Limit [tufri) 5120001024000 & Comment

— Only One Copy

" default (" ma P o

EJel el

fE limit 2800, JATATUEE] idle-timeout, XA i fEdcAT f oL 1 7085, BT . Rate-limit ZXfi%
F P I I L BRI EAT 0 512K, MAT IMKAF 8. fJa 2 only—one K2 AT G ME—, IXHEE N yes.

BEE R v S A -
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mree x|
Ina'-,érfac‘_e's-.'r_"a_fﬂg's_:: Active Cormections
#= B

Hame: ch:nat K

Fas=zword: I?ch.nat

@ [rpte

Caller ID: | |

Local Address:

Remote Address:

Routes: I_I

HEN secret TWE MK S FIEM LU ARG B, 3 E L name Fl password J&7, EF service R4-ZEM N pptp, profile FLNL
default—encryption. iX#f PPTP-Server @i O 4 % B 58 K o

A& PPTP-Client

528 PPTP HR4SWE I, BN TTERVE BN A B [F) PPTP-Client, #EA PPP &I PPTP-Client:

Interfaces |‘5¢Wéi5' I ?rs:fi_iés"i hetive Cormections

(=) [z [

PPP Server 4 |T}’pe
PPP Clierit

FFPoE Serwer || FFTF Serwver ” LZTF Server |
|Ealler ID

|User |Uptim'e |Encnding|

PPTP Server
PPTP Client

LZTP Server
LZTP Client
PPPoE Serwver
PPPoE Client

#E N dial-out % H PPTP $k 515 &, 7F server—address fHhilikk 202. 112. 12. 10 2242 N A5 A B W0 M-«

mrer x|
Interfaces |Sacrats i-P.r.'ofil‘e's-: hetive l:onner:-ti-nn's-I
EIE Il New Interface B | [
Hame General Dial Out ‘Stﬂtusﬂi Traffic 0K Encodingl
Server Address: L
User: ch:lat
Fazzword: plcd.nat
Frofile: Idefault—encr}'ptioxﬂ Comment
[ hdd Default Route
— Mlow
¥ pap [¥ chap
[ m=chapl ¥ mzchap?
— i e —
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BB S MBS 250 cdnat, WESEMIG, A LLSH#A R A ) PPTP-Server 4%,

B E

FEIX L FE 0 A FIB #B AR T TP Suhbfr) NAT #30, HAZ S A S 7 A5 1B A Bt ), B A p5onT RLSEII T n) 4 R HL A 1R 43
W, 7EA SATEEMATAT R E . B st ig 255wk AB # fA] (1) PPTP B&iE 2] S 2k, AR M5 A S PPTP 1)
IP Hulik (192.168.100. 1)

BEE HUE U7 1] B0 5K
mRoutelist x|
Routes |Rules

|+ =] |vl[x] o] -
|Destination |Gatewa}' Fref. . .. I]]ista.nce Interface |Routi -

A5 0.0.0.0/0 202.112.12.1 etherl

A F55.20.0.0/18 192, 165, 100. 1 pptp—outl

S 5E.22.0.0/15 192, 163, 100. 1 pptp-outl

A p55.24.0.0415 192, 165, 100. 1 pptp-outl b

A p55.30.0.0415 192, 165, 100. 1 pptp—outl

A 55.32.0.0413 192, 165, 100. 1 pptp—outl

A 55.40.0.0415 192, 165, 100. 1 pptp-outl

AS  55.42.0.0/18 192, 165, 100. 1 pptp—outl

AS  J=55.44.0.0/14 192, 165. 100. 1 ppip-outl

A5 |p55.48.0.0/13 192 165. 100. 1 ppip—outl

AS  |FS5B.BE.0.0/15 192,165, 100. 1 pptp—outl

S p5E.8Z.0.0/15 192, 163, 100. 1 pptp-outl

AS  p55.8T.E4.0F18 192, 165, 100. 1 pptp-outl

AS | 55.100.0.0/15 192, 165, 100. 1 pptp—outl

A p55.116.0.0/14 192, 165, 100. 1 pptp—outl -

A i R PR AR, O N bR, WSCHE Tl PPTP BERIE AR A FR AN R ARG Ll SO T AR E g .

Mikrotik RouterOS HotSpot /1%

FPFTFFAEM BT, S0 UFE 5, 2R, AR AUEFH P R AT AT AN st ik, 452 it
IR —AMAUES I, SR @47 IE.

FTFweb A E (13 N W SCE G — AN IPHLEESEMACHIZR, M BRI AN F 6] T A7 L2 (1) 5 Sis B A T4
r, AEIZHEAETERVET A, g UG 5 R Twwwix] Y i 3 A i A EdE L, A
B eV, N OGN web A LE S eSS H -, bR P TIAE, YOIEEE S, st S rIP
HuHE I FNPHERES R, A RASR A P HTTPE SO 57, an SRl s i R vimnt, sl Ttk
BB PR ] A PO B e bk, SR . B T webVIE A A M ¢ e i) LU I RadiusBE T IATE, I
Hotspotih kK 5 & BRAE 4 Radius ] client. #4205 21 1B SR UGIE ) Ed 7 & 45 Radius Ik 25 2%, Radius)iik 5545 2
76 B O EdE A A A P 2op, IR il

NI —ANHotSpoth ik R Z I il 45 4«

Copyright . CDNAT -22- www.mikrotik.com.cn



JRH KR AT B2 ]

Mikrotik Router0S Hotspot il iF &4

Radi u!.ﬂ:ﬁ- =

i
m:, A ."’
hiER A o - {6 B i Rad ius
2L A GEAD WA AL
%Emam

i I HotSpot i o IAE R 5, P BT i F - BHLE P 0 — e i, RUEAUE W DG 2e 4, kg
JIRN AR AR R B 1, AR e Ay Wl 1 BdE . RS TR I BRCE D) K SR 2
P RE BC AR ), DS K A i e K2 R N W, SRR 58 4% T DL BEAE DA UE 9 DG i [T 14 % —
3 KA R 7 8 LAARAIE 9 48 B 1 F 22 A FAS e 1k o
EPPPoEINIFXT L
EPPPoE 7 :AH L, 2T Hotspoti Ak 77 sUI I Ak JE 0T I 4 £ o2k, BT DL IE — 24, XA H
SRR LSS TR, RS SRE ) DG BT G 5 A )2 i ph R 1) I A Web 7 A E & o

I FTE

Hotspot AUl T i 288 % P am i, Al DAY i e AT 1y FLSCHFWeb UL I A2 et g (el 55 #04F
IEE S 2 AR Hotspot N UEZE S . FE . ISPIZE 1. AEXAF A EHIFZ ML #i
WIEAR S RGN A T ZZE S 2N, Wil 6 SR RN AR e R, AR
RGURAE ML EAL, L BT, ) H s AT

LB INRE

Al 7ERouterOS i3 HIHotspot Ak th RESEIL 2 LR (I H N, Wl AL A5 AT R 1R 0 2k g 58 XA thafige e 17 14
25 )[R FL IR LT Y i) 7L

LURNTERIENSE
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Mikrotik HotspotihiF R4

HeH il

ot spo tjok i 11 % 2 'ﬁ

%gg#ﬂﬂ Dnache 0 558 % PR 106
Rou verOS§ e B o 8
AL L
E: E | E [ ﬁ: [
LIVAS

!:; lﬂ§ Eaﬁ !3;

VRRPERITUA B it
POTIMNE RS B 52 B R T o N T ORIE KA T, SR T DU W
e FRAEVRRPIERLUA R ML, ARIE G INIER G I, o6 5 B T4k

TREEFEREMEEAN
I RS FEPSTN. ISDN. DDN. ADSL. CABLE. ¢ miA1000M 1ML 11, T AN FEA% N
2% H 1 PR

&S EZ)L AL -$i

I i P R AR T 9 R, SCRF AL B E—PEFE ], e Pl S LI [ Internet,
FTRORHARATTREAT A BRI 9%, SCRpsh bl i, whaShl o MACHEE SRS 485, MACHTPIRE, kS
IPYRIE
SCRFZ R SR, IR SRR L R
ASRIRAS ™ s ANREYS () [ Shasti s
BT ™ e Uy ) [ hasti

Ji R

TR E B ORI 7, AR B RN IE R Gean e R 5, X B, JRATTHESR A
G B P K (RIS T WEBE BRI T IO, BRATIAN s s 2o % i (At m] A
LA g, Ji ARSI B, B EATI A, R K I S AR A R ) AR 4, JF L, P RT
TR YT A A WA RO TR, iR, BRI EA SRR L

EER e
ARNUE R GESCRERANR 7 AT oy A B, BRI s i
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R T RIF ARSI F B

SEEI A AL, RIS e DA A s A SCREINTRIZR, T ST BLEE R R I TA) A D

[\ Internet.

TR 9

POROAE R G ER G Al 98 BET R, T LU Il e, W RS E G SE Rk,
1bps-100Mbps 115 95 BEE,  ARFE KT B0k 5 5 SCOR B 7 98 BANIEA T B R E, - I FL AT DU FE ™ (14
AR DL Bl 2 T 4T 5

TRBAR, TR REER ) mk i
RS A P 0 5 5 (Browser)BEAT B G UIE ER IR SRR AT, AN AR IR S I KA, o T A B
SYED TAER . SCRFWeb By X R0t HASEsR,  BREARAE N SR DL, AL N SB el R .

WRERRS, R H LPIT AL
SCREFEREMIAL T EAG s HAS, QAR LRI S R uhsE

L BfFAE:

* JH I I ) O R A E T 5

* Cookie (f£fiti H P K 5 12 htd)

G ik c.xi B )

* TR CERREI I, R R AR R R D

* S POIRAAE B ER

* € SCAEHTMLIT(R] BLHAR B 23t AuE )

* DHCP w45 4% 73 BiC IP bk

* {7 B RAIUS %%/ i i

* MikroTik RouterOS Hotspotfit 5PPTPRSiH . IPsecbh & If—Le D el A H

* 1] Uil ik Access Point 5 LUK R S .
ST 4R € IMURLSE

AU 1%+

* R R

* MACHIIP b i
A LERT 7

POTER SC TAR RS, —N% ) i o 2008 1o o4 2 S i 2 ARAEVE A B, RODZEBR LTI — AN R4 i, 3
th—N X Bhiweb & 1, F K-S FIEERS (o ] (k-5 A i3 [H] test)
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T

= test

i)
70 [eese
(] 4

HotSpota /e M B2 rh Aty A i B, WARAAAE R ARG R, A& — A IR I (web % 11

YWelcome testl

IP address;  10.200.20.66
bytes upfdown: 422 B 1261 B
connected: | Os

status refresh:  1m

log off

B RS R LT IPIRES U dilog off GRS » B HAIE.

you have just logged out

Lser name  test
[P address 10.200.20.66
MAC address 00:03:47:B7:C1ET
session tme  ZmZ4s
bytes upfdown: 2.2 KB f 7.9 KiB

log in

PL_E & HotSpotiA il bW JLANFEAR RS, X kU2 B B fivs. . 1 ehtmig A
WERGE A, T AR VR B S WA IE DT -
Winbox &7
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HotSpot Sl ik R 48
INIER S .

Mgy

PR T Nk Fwindows - 5 I E AL FE 4% il B Fwinbox, kT g

21—~ HotSpotEwinbox H [P S A B A E S RE LA ACAH R 1R D) BE o

RV EIX A

4 7F RouterOS A WL it fir A Fp/E 3 B 52 MR ANPSS . BRI F winbox 5 RouterOSi4#: 7. 1% & —Mwinbox
(44 G ST -

= admin@10.200.20.254 {NAT) - WinBox ¥2.9.2

Bridge
FEF
IF [

Interfaces

Ports
Hueues

Drivers

System [

Files

Log

SHME

Users

‘Radius

Tools [*

Hew Terminal
Telnet
FPaszword

Certificate

Make Supeut. rif

Routing I

Exit

Web_‘Pr’ox_y |
A P T S ) 203 AR H SRz T,
WIZEIP H 3% X 4324 T Address. Routers. ARP, Firewall. DNS. DHCP. Hotspot®:1fjfi

Hotzpot

Addresses
l.iou.t.es
-Pool

ARF

YEEF
.F.irew.all
.Socks

UEnF
Traffic Flow
;.\.ccoun;.i'ng .
-Services
Packing
Heighbors
DHCP Client
DHCE Server
‘DHCF Eelay

IFsec

TERS H s 405540 Interfaces. Bridge. IP. PPP 45— b RLA (1) 0 25 ¥
B

7E BT S A B A AT A 73k e s Ak, F T2 P 1R R I S Bl 2w A
f LA SR E RS A CPU

ZEwinbox3T FFAR H 31 InterfacesiZ I, W0 JA = [ 3 B A5 o0«

il = admin@10.200.20.254 (NAT) - WinBox ¥2.9.2 =10l x|
| B
Interface
SR Il Interface List x|
== ElEI FlE =]
FFF
[Hame 2 |Type [MTU  [Tx Rate |[Bx Rate [T Fa . [Rx
Ir ¥ R #ipetharl Ethernet 1500 O bps 0 bps ]
Forts E 4ipether? Ethernet 1500 2.8 Lkbp= 1822 bps 1_
E 4jpethers Ethernet 1500 0 bps= 0 bp= a
QP?ues E  #lpetherd Ethernat 1500 0 bps 0 bp= ul
Drivers
System I
File=s
s
SHME
Users
Radinz
Tools I

Hew Terminal
Telnet
Pacsword
Certificate
ﬁa#e Supoﬁt.rif

Routing

Exit

»
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W R TR INPE A A IPHE A, 25 JFwinbox 7 i IPH Addresses

= admin@10.200.20.254 {(NAT) - WinBox ¥2.9.2

Interfac_e.s

Bridge Il Address List

FFE EI EI

IF ¥ |Add.ress '\_|Network |Broadcast |Int-erface
53310.200.20.254;"’24 10.200.20.0 10, 200. 20. 255  ether?
oP10. 200, 15, 3/24 10.200.15.0 10.200. 15. 255 ether3

Ports

Que_ue‘s

Drivers

-Sys{em [\
Filez

Log

SHME

Uzers

ERadius

Tools [*

Hew Terminal
Telnet

Password
Certificate

Make Supout. rif
Routing [

Exit

T F FS I B AEIPH I Routers:

@10.200.20.254 (NAT) - WinBox ¥2.9.2

Interfaces

ridge
o [+[=]

Ir ~ [Destination 7 [Gateway [Pref. Source [Distance [Interface  |Routing Mar
— A5 p0.0.0.0/0 10, 200. 15. 254 etherd
Forts DAL P 10.200015 10,200, 15. 3 etherd
DAC e 10.200.20.... 10.200.20. .. | ether?

Hueues
:Dx.’.i vers
. Sy=stem » :
Files
Loz
S.NI.!P'
.'Users

Radius

Tools [*
IIIew Terminal
: Telnet
"Pas;vgard
Certificate

h‘t;ke Su;-p.ou;.. rif
[ Rout_ing r

Exit

PAE R IPAIROuter LE AR fie FE A (¥ I 24 JE L S, AEIX SRR SR B e i, BEEIFNATRI AT DLIE 3% 1%
CE:R

HotSpot #ZEENZ

HotSpot 44 A1 & 78 1P () Hotspot L, I 1 J2: HotSpotidk il s i L 1 -
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= admin@®10.200.20.254 (NAT) - WinBox v2.9.2 ol x|
me

Bridge Servers |'L[5.ers | ;’\ctl\v.e | Hast ngs | S’ermce 'Ports- | ‘ﬁ'alled Gar&n_n | Cockies |

S

LE i Hame |Interface |J\dd.ress Fool |Prof1le |J\dd.ress. o |
Ports @ serverl ether? Tone defanlt

fueues

Drivers

Swstem [*
Files

Log

SHME

T=ers

Radius

Toolsz {4
Hew Terminal
Telnet

Paz=word
Certificate

Malte Supout.rif
Eouting [*

Exit
FTFTHotSpot i B i 7] LA #1)_F T bR 2542 4> 1) 47 Servers. Users. Active, Hosts. IP-bindings. Service-ports.
Walled-garden. Cookies.

76 L A p B AT T AT LA B BILAE HotSpotHH e R 1 O Servers KRR %, 78 HLTHI v] LB B8 T — A serverl ()
555, Fi5 ) ether2f <, fraddress-pool ' {71 Anone, 15t IDHCP# A 5 H, XAk 4514 FH iprofile
H BRI . RouterOS HotSpot SR VRS 22 NI IR 95452 11, S 2245 TAIE

FE NI A7 B A2 AN J LR 22T g
B admin@10.200.20.254 (NAT) - WinBox v2.9.2 =1l =]

mc

Bridge Servers Users Actwe ’Hosts IP B.mdmgs Servm.e Ports H‘alled G-arden|Cook1es,

][] o] [t | 5w |

i ¥ Hame |Interface |Address Pool |Prof11e |Rdd.ress. i |
Forts @hserverl etherZ none default

Quenes Il Hotspot Server Profiles ﬂ
Irivers |E| |E|

System k [Name s |DHS Name  [HIML Directory |Rate Limit |

Files ¥ @default 2 Bhotspat

Log Il Hotspot Server Profile <default> X|
SHME Generdl |Login : RADTUS | 0
Users Hame: Cancal
Radius

Hotspot Address: FIID.ZUU.ZD.ZSQ

Taol= [*
OHS Hame: |'|

Hew Terminal
Telnet HINL Directory: [SEchiits:d]

Password | Rate Limit: |_|

Certificate HITF Proxy: I-I
HITE Proxy Fort: |_|
e SNTE Server: I-I

TER% tprofilert, A —4BRIAMIHENS (default) , 70X 45 0E 3641 1T LA B 7Egeneral 715 & Py 2840 45
Name — profileft] & #

Hotspot Address — TATER 5% f stttk

DNS Name — TAIIEM K354

HTML Directory — #& 5 AIE TR 1 #5432

Apply

Copy

ddidag

Remowve

Make Supout.rif

Routing [

Copyright . CDNAT -29- www.mikrotik.com.cn



JRAHS I KA AT PR 22 )

Rate Limit — 13 % fR 81

HTTP Proxy - HTTPA{

HTTP Proxy Port — HTTP %M

SMTP Server — HR/AR 4538

fEprofiless fi —Mhr%E Radius, J2H T 5 Radiustt 9 ik 25 2B 58

FEUsersiZ I A AN B gs ik 5, JF It profiles B & I 7 84

= admin@10.200.20.254 (NAT) - WinBox ¥2.9.2 -0l =l
.
Bridge :'Sar-ver;s Uzers |J5(c11ve i Héstsl B Bu\d,}ng‘s iS‘arﬂ\:e’ ?Qr tsl *‘alleﬁ%’ardez\i Coolélesl
2 lE”E' |z| | Frofiles || 00 Feset Counters |
IF ¥ Server \_lName |Add.ress |MAC Address |Profile |Uptime
Forts eserverl qf TLOMOTLEY 00:00:0o0
zerverl zecl default 10:31:01
]
ek @rerverl  sc2 default 00: 09: 37
Irivers aserverl o3 default 03:22:33
1 natd defanlt 04:25:27
ot o Gserver
FEEL @ nat? dafanlt 13:00:17
Files o natd defanlt 04:21:00
o o natl defanlt 13:55:51
[ ] oWy default
e @ o defult
Vet a zxl defanlt
@ wxh defanlt 00:00:00
Radius @ ¥z defanlt 10:45:15
Temle I+ a scd default 00:23:36
= L) us default 07:11:34
Hew Terminal a test uprofl 00:14:55
Telnet
Pazzword
Certificate
Male Supout.rif
Routing [
Exit

AR R U B S B BB S, AR R R K S AR

P admin@10.200.20.254 {NAT) - WinBox 2.9.2
Interfaces
Bridga . =]
FEF B e e e e
e k EIEI IZI | Frofiles || OO Reset Counters |
Ports Server [Fame [Addres= - [MAC Address [Profile  [Uptime
Queues @=erverl af nomeney 00:00: 00
@zerverl  scl default 10:31:01
Drivers @zerverl  sc2 default 0008 37
Sypstem [ gserveri sc34 default 03 zg 2_3{
Server nat. | -, +
= o P
£ikan o nat? - HOtSDO sr 't' - x =l 017
— a atd General |Linits Statistics ;o0
@ natl 551
SHME @ o Server: [all =l cancel | Eicz
iep . 0:54
Users g J5P Fame: [test soply | B23
fEAits & wich Fazsword: [tast - 000
Taols I a ¥z : 5015
- @ i hddress: [ b
Hew Terminal Comment | [ 2
ﬂ‘_ bl MAC Addreszs: |_| -
Tolaek P test 455
T Profile: |uprofl |
emowe
Certificats Routes: [ |
Make Supeut. rif FrErge
Routing 5
Exit

AT L 2SI —Mtestilk 5 R, AR N 5 I 0] DU 245 H 1 AddressHIMAC Address, 3X PN
BT g0 H P IIPFIMACHSE, N1 Routers & H Tk 5 (1) % thiZ#% . Profiles@ H ik 5102844, 1l
It fEprofilest e XS4

TE J T LimitsAs 25 o 1108 I T E I Rt i BRI 240

T T A A OGP Bprofiles i) e X
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= admin@10.200.20.254 (NAT) - WinBox v2.9.2

D

HE NOLSpOC USer Frofe < aerauc =
Interfaces Mrotspot | :
= E— . General |jdvertise  Scripts
Bridee Serwers Users |hctive Hosts If
Wame: [EPTZENEY
e #][=] [#I[x] [0 [rrorre e [emen |
Ir I* Srivar [Hame [Ad Address Pool: [none =l Apply
Seorl @serverl  aof
e e (e |
Heshcs @oerverl ze2 i
e @rerverl  =c3 Idls Timesut: [00:33 20 <] -
S I Eprarvorll  natd Feepalive Timeout: [ [00:02:00 e
& natZ
Files L) nat3 Status hutorefresh: |00:01:00
natl
i g =
e & j; Shared Users |7|1
Vsers o zxl Rate Limit: |7|500000,r‘2000000
@ wih
Eadi
! i @ = Incoming Filter: | |
Taols ¥ ] Il Hotspot User Prof
= [ ] (Erosr e i ke | -1
Hew Terminal @
Telnet Incoming Packet Mark: | |
Password .
@ nomoney Outzeing Packet Mark: | |
Certificats @ uprofl
Meke Supeut rif Open Status Page! |always |
Routing ¥ ¥ Transparent Froxy
| el [defanlt

E LT LA S0 1 S 20 Pt X CLRIPHIIEIB AN, ERRAIN T, i B,
I 5 BB

= admin@10.200.20.254 {(NAT) - WinBox ¥2.9.2

_lol x|

o

Interfaces
. - [Gemeral Advertise |Seripts
Bridge Servers Users |Active Host=s II
7 ¥ Adwertize -
e T Gl s =
I fdwertize URL: vaw.mikrotik. com. cn =
Ir Server + [Wame [na Apply
Eerver q vertize Interwval: 4 g -
Forts 1 £ Ad: i I al: |00:01f00 )
. i
Huenes @ serverl - Adwertise Timeout: [00:00:10 -
Btvers . ' =
@ serverl natd
System i @ e
Files a8 nat3
t1
= g =
¥
SHME @ iep
Users @ 2
a9 wixh
Hadius @ vz
§ Tl I g Il Hotspot User Profi
— e =
Telnet
default
Faszword @ dece
@nononey
Certificate Guprofl
Malke Supout. rif
Routing b
| Exit

HE HOCSPOC USEr PrOMe <.0erauics

=10l
i

[default

IS&]

T A B R s R MK S e I R e, B AZ A e T R R e URLE e . IXFE AT LI H
PEME SO 2B AN, T B ARG N A

EFRZEHosts T BB/ 2IG M P IIP. MAC, EERE . MESE R, A B RAEH P M L mbRES
THOL,  RESELF (YT A .

7:HotSpotiff it % & 1P-Bindings il LB ERF IR ;' XS8Rk FH - 1T L4 2808 BH L E B2 Seid A%
AANAEVIE T T & Fh D BE, B3 ML T DNSZEAE. WebZEA7. kI, Sk ik 52 K 25 Theg . A
FEPROE T 528 M H AWK IhAE, JEHAEXCPUL A7, Jim. BERSEMR. 8. AL Fmdsx, B
BHESEAI T NIE RIS G DL, S0 H R K387, 0] 09 25 BRI 45 4 A A5 coRT i 2

HotSpot7EXs il JHAERME BT A E R K583, A& B Ca KRR, SExHH T K LM Z&BrE#T 0
A6, IRERF S EREOTT B RE . TR M R ARE R S I — 3B B, AR R E
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PPPOE Server /&

PPPOE T LUK M Y A%t A ¥ (Point to Point Protocol over Ethernet) 24§ PPPOE 1 Z4% ISP 7T xDSL f
cable modems 5 [ S 3, MATLTFS5 LR -—#E. PPPOE J&—FhkrvEl) fxt s B (PPP) HlATT 2 18] R 2454k
M ZE5¢: PPPOE fifH modem JEFRAE LK LUK . — ki, PPPOE 23 15 F P U IEAE I 43 & 1P k45 %% 7 v

—A~ PPPOE 42 & P fl— AV M 4R 2R IR &5 w4 i, & P i ] LA — AN 2235 T PPPOE P ¥ windows Hifii, PPPoE
B i A1 AR 4% 2% e TARAEAT A LUK ZE 0 1% 2842 0 (interface) - wireless 802.11 (Aironet, Cisco, Wavelan,

Prism, Atheros), 10/100/1000 Mbit/s Ethernet, RadioLan Al EolP (Ethernet over IP tunnel)#B37 .,

FEEL. Levell (R#L 7FR) |, Level3 (#4200 1NEE) , Leveld (#4200 1% , Levels (R#/500 Z
) |, Levelé (LM

IAE AL — > PPPOE-Server, 1 5FAT#EA winbox 1) ppp H%:

et meee

Wirele=s T i {
Interfaces |Secijets'  Profiles Active Connections |
Bridge T -
vl = ] kFPPor Servary|| PPIP Server || 1212 Server |
0 P Hame pe |User |Caller In |Upt1me |Encod1ng |HTU. o |HRU. .. |
I PPPsE Server List x|
Forts =
Queues ( E
; Servic oy |Interface Max MTU  [Max MEU |Authentication |Ilefault |
Irivers -
L ELS M W PPPOE Service <LAN: x|
Swstem [*
Files Service Hame: |43 0K
Loz Interface: ILI\N LI BNl
SHME M= MTU: [1485 D
s Max MEU: [1488
—— e
Keepalive Timeout: [
Tools :
Dlefault Frofile: Idefault—encryption ;I

Hew Terminal Eemove

[# One Session Per Host

Max Se=sions: I-I

— Authentication
W pap [V chap
|V mzchapl [V mschapZ

Telnet

Pazsword

Certificate
Make Supout. rif
Marmal

[disabled

™

YE: keepalive-timeout {HEF1EH TR E N 10, WERAREEN O, B HAEASEITE P, EREMATE CEREL
B AR T K A S W . fRRIX AN S, one-session-per-host J& 7 A H

¥R KA ST PPPOE Server [ profile, 2 X & F R EATEH default-encryption Cdiins 77 X4E%) -
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meee foter profile cdefault

Interfac S:_!I.'Sét-f.gr_'g Profiles I'l

General | Limitz | 0K

IE“E‘ Hame |default—encr}"ption

|Name v |Loca:
* @ defanlt Local hddress:

* @ defanlt-encryption

Cancel

Apply

il

Remote fddress:

Incoming Filter: Copy

Remove

[}
=3
2
3
i
s

Outzoing Filter:

IHE Server: |1‘32. 165.0.1
WINS Serwer: ’—

— Uze Compression
(% defanlt & no  yes

4 4

— Use ¥T Compression

% defanlt & oo { yes

— Use Encryption
(" default & no (¥ yez { required

— Change TCF MSS
(" default  mo (¥ pes

£ Limits O FoE K A5G IR 2 4

Il PPP Profile <default-encryption= i x|
General Limits

" default { na & :.-' s

Remorwe

Seszion Timeout: | o Cancel
Idle Timeout: ||:||:|3|:|53DD ! Apply
Rate Limit Ctx/frx): [256k/51Zk -
— Only One

|default

[ e oad SEV I EPSEPSE
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(g
Int\er'fsidr_-s-y-

Hama: i
EE

Pazzword: |7|123 Cancel

O

|Hame ! |Pa55w-:-r

Servics: Ippp-:-e ll Apply

Caller IOy o (00:0C:29:14:TC: DA
q:l—_ _—) Dizable

Frofile: Idefault-encryptin:;l

Comment

Local Address: | = Copy

EjelE el

Remote Address: | T Remowe

Routes: I_I

Limit Bytes In: I_I

Limit Bytes Out: I_I

iXFf PPPOE Server LA & 52,

EoIP /L)

B

BAVE B BB M 45 "Office LAN'fi'Remote LAN'. 25305t i 11 2 [Our_GW] LA K [Remote i 51— IP k%%,
1P o4 2% 1] DL FATT Al 9 s DRI Y o 37 A B PH il e i A 1P I 44015

By

FRATH H 52 QAR RS H s A 2 18] LA 0 2% 03 2o ) — A 22 40
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(f/f;;1;;hmork

[Remote] [Our_GW]
192.168.2.1 192.168.1.1
10.0.02 10.0.01
PETP Tunnel
@;note Office

LA LAMN

N T AEPAN B R ds 2 T s — AN A LUK IR, ARAY %

1. {EfAZ e —A PPTP BEiE. Our_GW Kl PPTP fIlk45 4

[admin@Our_GW] interface pptp-server> /ppp secret add name=joe service=pptp \
\... password=top_s3 local-address=10.0.0.1 remote-address=10.0.0.2
[admin@Our_GW] interface pptp-server> add name=from_remote user=joe
[admin@Our_GW] interface pptp-server> server set enable=yes
[admin@Our_GW] interface pptp-server> print
Flags: X - disabled, D - dynamic, R - running

# NAME USER MTU  CLIENT-ADDRESS UPTIME ENC...

0 from_remote joe

[admin@Our_GW] interface pptp-server>

The Remote router will be the pptp client:

[admin@Remote] interface pptp-client> add name=pptp user=joe \
\... connect-t0=192.168.1.1 password=top_s3 mtu=1500 mru=1500
[admin@Remote] interface pptp-client> enable pptp
[admin@Remote] interface pptp-client> print
Flags: X - disabled, R - running
0 R name="pptp"™ mtu=1500 mru=1500 connect-to=192.168.1.1 user="joe"

password=""top_s2" profile=default add-default-route=no
[admin@Remote] interface pptp-client> monitor pptp

status: '‘connected”

uptime: 39m46s

encoding: ‘‘none"

[admin@Remote] interface pptp-client>

A PPTP 2 LT3R A9 58 225G 110 5N AT 1) 415 .
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2. JEEAEBEANE AN EolP BEIER: AL E EolP ¥ . 4%f EolP BFiEHR e R4, 1/ PPTP PRiE®: LK) IP
il

[admin@Our_GW] interface eoip> add name="eoip-remote" tunnel-id=0 \
\... remote-address=10.0.0.2
[admin@Our_GW] interface eoip> enable eoip-remote
[admin@Our_GW] interface eoip> print
Flags: X - disabled, R - running
0 name=eoip-remote mtu=1500 arp=enabled remote-address=10.0.0.2 tunnel-id=0

[admin@Our_GW] interface eoip>

[admin@Remote] interface eoip> add name="eoip" tunnel-id=0 \

\... remote-address=10.0.0.1

[admin@Remote] interface eoip> enable eoip-main

[admin@Remote] interface eoip> print

Flags: X - disabled, R - running

name=eoip mtu=1500 arp=enabled remote-address=10.0.0.1 tunnel-id=0

[Remote] interface eoip>

3. EMANER %S B EolP FLLK M 1 2 6] S FH A4

7E Our_GW _:

[admin@Our_GW] interface bridge> add
[admin@Our_GW] interface bridge> print
Flags: X - disabled, R - running
0 R name="bridgel” mtu=1500 arp=enabled mac-address=00:00:00:00:00:00 stp=no
priority=32768 ageing-time=5m forward-delay=15s

garbage-collection-interval=4s hello-time=2s max-message-age=20s

[admin@Our_GW] interface bridge> add bridge=bridgel interface=eoip-remote
[admin@Our_GW] interface bridge> add bridge=bridgel interface=office-eth
[admin@Our_GW] interface bridge> port print

Flags: X - disabled, 1 - inactive, D - dynamic

# INTERFACE BRIDGE PRIORITY PATH-COST
0 eoip-remote bridgel 128 10
1 office-eth bridgel 128 10

[admin@Our_GW] interface bridge>

[F#, % Remote:

[admin@Remote] interface bridge> add
[admin@Remote] interface bridge> print
Flags: X - disabled, R - running
0 R name="bridgel”™ mtu=1500 arp=enabled mac-address=00:00:00:00:00:00 stp=no
priority=32768 ageing-time=5m forward-delay=15s

garbage-collection-interval=4s hello-time=2s max-message-age=20s
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[admin@Remote] interface bridge> add bridge=bridgel interface=ether
[admin@Remote] interface bridge> add bridge=bridgel interface=eoip-main
[admin@Remote] interface bridge> port print

Flags: X - disabled, 1 - inactive, D - dynamic

# INTERFACE BRIDGE PRIORITY PATH-COST
0 ether bridgel 128 10
1 eoip-main bridgel 128 10

[admin@Remote] interface bridge> port print
4. SRAIF—MZHHHEEERT LU T Office LAN X ATLLA T Remote LAN.

HEES YT

o BRHART LMHEZM ping H{H EolP BEEMKAR N REIEH L1E!

K2 EolP O MAC Huli-——E IR % —FE !
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